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= |ntroduction & Overview
= Types of Audit Software
= Evaluating Software

= Recent IIA Survey
= Questions and Answers
- = Conclusion ..
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= Over 20 years ofi [ risk
management.experience

= Practicing CPA with prior
experience as a Big 5
Partner and an Internal
Audit Vice President

= Graduate school adjunct
faculty member

= CISA, CISSP, CFE, CITP
% Publications

= NMember, NVSSECPA
Sfechnology Assurance
Committee




= Enhanced data analysis
Increased coverage
Better use of resources

Improved results

Reduced costs
= More time ferthinking,(e.gxvalue add)
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_"06 costly torpurchase and maintain
Too technical and complex
= Only for use by IT Auditors or Programmers

= Hands-on approach to auditing
= Client systems and data compromised
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= \Word Processing
= Text Search and Retrieval
= Spreadsheets

Presentation Software
—lowcharting Software
Jtilities




-_EXéeI
= Access
= \/[SIO

= Powerpoint

= Crystal Reports
—u I\/Ionarch

r'SQL
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- _D'at_a Access, Analysis, Testing & Reporting
= Standardized Extractions and Reports
= Electronic Questionnaires and Audit

Programs
= Control Self Assessment
wesParnallelSimulation
= Data Warehonse
*“Data Mining
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= ACL
= IDEA
= Magnum

= CSA Pro
= Audit Leverage
S AppScans

E——




« Audit Risk Assessment
= Electronic Document Management
= Audit Scheduling, Time Reporting & Billing

= Project Management
= Audit early warning Systems
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= AutoAudit
= ADM Plus
= Pentana

= TeamMate




= File Integrity Checkers
Network Sniffers
Password Crackers

Privilege Escalation and Back Deor Tools

= Scanning and Enumeration Tools
S VilnerabilitysScanning, Jools
s\/ar Dialing Tools
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= Tripwire
= Snort

= John the Ripper

= Getadmin
= NMap
eSS
B\ .55 LI S
= Telesweep







= Does the software meet a specific identified
requirement?

" |s the software compatible with current

hardware, systems and data?

= \What Is the quality of documentation and
e efher user'support features?

=\\hatisitientotal"cost of owﬂﬁership?
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- _D'oés the software stipport user-defined
reporting capabllities?

= Can report definitions be modified and

saved?
= Can ad hoc be easily created?

B ERDOES the software supportavanety of
D PIESentaleRStyIes?




= Can you sort on more than one key field?
= Does the software support filtering?

= Can you extract records to create a new

file?
= Can you work with more than one file (e.qg.,
~ merge)? -
S@anthe'software read variable length
records?




= Are technical staff'available and cost-
effective?

= Does the vendor provide training and

consulting services?
= Are regular software updates distributed?
= Does a solid company standibehindithe

S ———

S SEtware?:







= [|A annual poll

= Published in the August 2002 edition of
“Internal Auditor”

= 2706 Internal auditors surveyed of Which
610 responded

REsults need to be considered inlightioiithes
;-f-act_that-samp‘l" SizesVaried across
products.
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= PRODUCTS USED = OVERALL
| SATISFACTION

— ACL 24%

— OTHER 24% — IDEA 4.5

— EXCEL 14% — ACL 4.0

— ACCESS 9% — ACCESS 3.5
—=DEA 9% — EXCEL 3.0
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__— AS/400,QUERN-7%
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= PRODUCTS USED = OVERALL
| SATISFACTION

— EXCEL 43%
— ACL 24% — IDEA 4.4
— IDEA 10% — ACL 4.1
— ACCESS 10% — ACCESS 3.4
B OTHER 7% — EXCEL 3.3
__— AS/4001QUERY 2% -
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= Fraud Detection/Prevention
= E-Commerce Control
= Network Security Assessment

= Automated Workpapers
= Continuous Monitoring

~ e Audit Manasement/RiskARRIYSIS
*"CSA Software
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