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" & [ntroduction & Overview
= Selected Significant Emerging Technologies
— XBRL
— Data Aggregation -
— M-Commerce

— Security
L)
[0)

= Questions and Answers *
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- = Practicing CPA with prior
... experience as a Big 5 Partner
eading the Metro NY Bank
Technology Risk Consulting
Practice and Internal Audit Vice
President at a major Bank

= Graduate adjunct faculty
member at the School of
Computer Science and
Information Systems at Pace
University.

ﬁ‘,'CISA, CISSP; CFE, CITP
) [cations (e al

CPA Emerging .
Technologies Committee 0.0
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TODAY'S OBJECTIVE

— e —

—

3 i A

A » ;
1 3 'l,.. d§
) v
© 2002 JLCPAPC.

.
ﬁ- r..!l.;\.:_!. = ‘ _ .-l. o
www.itriskmgt.com

-
. e
i Al =

| g,\ 2

-

.




Y
T '-"-,--l-. -

ry - » '

AW s AT T

1 o o
"t oM

= ::&1‘-3 W e =

Fﬁ e

© 2002 JLCPAPC
www.itriskmgt.com



; Regoriinc Lariguzc)e)

. —

m———

~ SuUpport from Microsoft, SAP, PeopleSoft,
Dow Jones and Reuters

= Enables users to automatically access very
specific bits of information from a company’s
web site reports and format te fit needs

S By making cigdit data “easiel io digest’

OCUS thelr
resources into credit analysis
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Customer credrt reIated frnancral reports can now

within minutes

= Credit analysis will handle more analysis in less
time

= Help banks deal with new internal credit risk
methodologies being promulgated by BASEL

me regulators (e.q., Australra) have already

instituted an am folgather regLTl'toTy—

%UHIO
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- Customer aCteptance and use of XBRL
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report capability (only 15 business
applications currently support XBRL)

=

= “Ying and Yang” (Build and buy)
= Banks convert their customer data to XBRL

mﬁlementaﬁon controls aﬂﬁﬁt‘ﬁ”@e“ﬂ'-:
—enag

© 2002 JLCPAPC
www.itriskmgt.com



© 2002 JLCPAPC
www.itriskmgt.com



! | m
— n
e
- = - ——

= Provides a full “snap-shot” picture (financial or not)
~ffem ene webisite using a single PIN and
password

= 24 million customers projected by 2003 (bill
payment 5 million after 10 years)

= Focus of benefits tends to be toward the wealth
segment of the market — yet tools are most
ﬂ?&ent with the mass market e

mﬂv anage more ofi their

customer's money??????
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- Banks can m‘btect thelr most tech- say

—i-___.-_

custemers
= Open a dialogue with new customers

= Generate customized advice and special
offers

ﬂfay for bank’s to manag re-ef—t-h@'f.*"i
ﬂg@mm ...... . -
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" = Consumer awareness and understanding
= Privacy and identity theft
= To scrape or not to scrape?
= Keeping up with the “Joneses?

= What's the ROI?
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- The abrlrty (6 purchase goods anywhere through a
~ Wireless internet-enabled device using digital
money

= Popular mostly in Europe, consumers use cell
phones or other devices (e.qg., PDA) te perform a
variety of transactions (check account balances,
view account history, transfer funds, pay bills,
er statements)

R —
mﬁMr’mugMarge banks

er this service

R
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" = Ongoing evolution of increasing use of web
e

Services
= 7/ million projected users by 2005

= Rapidly increasing and lower cost
technology

WrEndless new ides for wirelﬁﬁ.gcﬁm{-ies*"'
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~_ = Competing techr _Togy sahdard?

e

= Effectiveness of handheld devices to
perform transactions
= Security Issues
— Authentication
cryption

hee
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HACKING IN | International |
- THE AGE OF THE WEB | Best-eller |

EVERYTHING YOU NEED TO KNOW ABOUT HEIH k SEllﬂl‘ltl aecrets & Solutions
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APPLYTAS _HMZ

“T"TS'H’l Won't happen ﬁer.el =

_{___ng security group (if you have
one) doesn’t have the time or

resources to Implement
patches”

= “we need the flexibility for cross-
training or backup”

= “Mary’s been with us for over 30
years so she deserves to be a
security administrator”

- eught the:software from
endor so we don’t need to
Iy about predict eEfects on

SECUIMIN

e fixed most of the findings
from last year’s penetration test”
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TESTINGOOLS
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— Password Crackers

e ——

-

— John the Ripper, LOpht($), IMP (Novell)

= Enumeration
— Nmap (available hosts, ports, OS, firewalls, etc)

= Vulnerablility Scanning

ES'S@), Cébercop($), SAINTﬁaI Nessus--;—_'"

— Whisker (CGI Vulnerability Scanner)

© 2002 JLCPAPC
www.itriskmgt.com



TYPICAL ‘J—IJ\JJH\J Gs5"

—— —
e ———

= [nappropriate policies at the macro and micro levels
« = \/endor provided patches not applied
= Exploitable files and services not removed or disabled
= |neffective security configuration strategy

= QOutdated vulnerability scanning and intrusion;detection
tools used

= Unclear understanding of responsibilities with service

‘;g::ders and vendors -
- . T ————
ective menite} . VaaneMaeEmn vulnerabllltles

e atlng (0] Ievel of security.and
understandlng of risks to the business
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WHAT'S S01(5)?
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| FD'IUDC'C Exammatlon for Safeguardlng Customer —
F,__Jnformanj_

= Key Questions or Considerations
— Determine the involvement of the Board
— Evaluate the risk assessment process
— Evaluate the adequacy of the program to manage. and,control risk
— Assess measures taken to oversee service previders
— Determine if an effective process exists to adjust the program

= Ultimate Challenge
ot Just a questlon of how you use cu i

i |sused (e g |ent|ty theft)
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S01(0) CHALLEN
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= Perform an information technology risk assessment —
- = Peveloppolicies for:

— |nformation technology risk assessment
— Information and data classification

= Develop board reporting package
= Enhance policies to indicate accountabilities

= Develop incident response plan (including proper
configuration to gather data)

‘@mfﬂf-ment vender eversight and compliance —
: : : LT T
‘Impact onicustemerinfommation?

ecurity and BCP.
= Change management (including patches)
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LEAVE AN HAVE A CQUESEION

~ Joel Lanz S
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"~ Principal
Joel Lanz, CPA, P.C.
122 Schoharie Drive
Jericho, NY 11753

(516) 637-7288

WM ItHISKm

WA GElanZEpErC

Jlanz@itriskmgt.com

© 2002 JLCPAPC
www.itriskmgt.com



